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Context

The Jasmin programming language (Almeida et al. 2017) has been designed for writing high-quality low-level
implementations. It has been used in particular to implement high-speed cryptographic primitives. Its strong
connection to verification tools, either automated or interactive, enables to formally prove many properties:
safety, termination, security, correctness, ...

The compiler that translates this language into assembly is certified using the Coq proof assistant: properties
that are proved at the source level are preserved and still hold at the assembly level. These guarantees are
achieved without any compromise on efficiency, as witnessed by many case studies such as the indifferencia-
bility proof of the fasted known implementation of SHA-3 for Avx2 (Almeida et al. 2019).

High-speed implementations are usually specific to the target architecture. Since recently, the Jasmin
compiler also targets the ARMv7 architecture. Therefore Jasmin programs, such as the LibJade' cryptography
library, are being ported to that architecture.

Objective of the internship

As Jasmin implementations get adapted to different hardware, they need to be verified again. In spite of
the many differences that appear at this implementation level — size of pointers, availability of instruction-
set extensions, scheduling of instructions, data layout, etc. — different implementations share a common
functional specification. This suggests on one hand that the text of the specification can be reused and on
the other hand that the verification can be carried on by means of equivalence proofs. Prior work has shown
that equivalence proofs are a powerful tool for verifying Jasmin implementations (Almeida et al. 2020). One
aim of this work is to investigate whether this proof methodology is suitable for verification across target
architectures. An other aim is of course to actually verify cryptographic primitives implemented for ARMv7.
During the internship, the candidate will get familiar with the Jasmin programming language and the
EasyCrypt proof assistant, study a few cryptographic primitives written in Jasmin and targeting the ARMv7
architecture, and show their functional correctness by means of equivalence proofs. More specifically, the
task of the intern would be to:
« Verify the functional correctness of reference and optimized implementations targeting ARMv7 using
the EasyCrypt proof assistant.
« Study to which extent the availability of an already verified reference implementation targeting an other
architecture reduces the proof effort.
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Expected ability of the student

The candidate should be familiar with formal semantics of programming languages. No knowledge in security

and cryptography is required. Prior experience with a proof assistant such as Coq would be appreciated but is
not mandatory.
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