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Introduction

 Mobile Ad hoc Networks (MANETS) are emerging aseav
form of wireless network, security support is iqeasable for
the potential applications of MANETSs

 However, traditional security mechanisms in winedwork
are not suitable for MANETS, for example: firewatcess
control, etc.
- The lack of pre-deployed infrastructure
- The low processing capability
- The mobility of nodes
- The short range of transmission



Introduction

* In the realm of network security, trust-based tapon
appears as a new technique that is attracting amafenore
attention

e The traditional notion of reputation only indicata belief or
feeling regarding the behaviors of peers; wherta@scurrent
notion of trust refers to the outcome of the obagowns of an
expected actiof!

* In our research, we define the concept of trusolbews: it
represents the degree to which a node should sevtthy,
secure, or reliable during any interaction with tiogle



Background

e Trust Relationship
- Object andSubject

one node, called thabject, can forward packets for another node, called
the subject

- Let us assume a communication between nddwdB, in whichA is the
subject andB is theobject, then

- The notationTrust g e onjecr) INMiCates the mutual relationship
established between nosébject and nodeobject

- The trust ofAto Bis Trust g

- The trust oBto Ais Trust (A B) ®/Object
Subject

Subject and object 5



Background

e Thus, reputation can be used to evaluate othezqiadbility to
execute an expected action, and a node can takat@dye of
this reputation information to make decisions

 |If the nodes’ behaviors have been faithful to taeutation
evaluation system, then trust will increase betwbese
entities. For instance, if nodesuccessfully forwards a packet
for B, thenB thus increases its trust vallieust g , for A's
collaborative behavionice versa



Background

* In a wireless and mobile environment, wiobpnect is
trustworthy enough fosubject can theobject participate in the
communication initiated by thatibject

« Additionally, if thesubject trusts theobject to perform the
Intended operation, the trust relationship betweese two
nodes is considered to be reliable from the comaoatimg

Initiator’s point of view
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An example of trust-based communication 7



Related Work

e The trust and reputation techniques are widelyiegmn
distributed systems, for example

- Mitra et al. 12l focus on the issue of managing trust and incentivas in
very large-scale environment

- Kluschl3l proposes an agent-based technology to evaluate th& use
records to form their reputations

- Selcuket al. 1 design a reputation-based trust management protacol fo
peer-to-peer networks, which uses the ratings abowt’uséability as the
criteria of trust evaluation



Related Work

* Reputation is also used in the process of dateitngssion and
routing protocols in wireless and mobile networks

- Brahimet al. ¥ present a formal model for cooperative mobility that
Involves the cooperation models for reputation manaant

- Kane and Brown€l incorporate uncertainty into their reputation
computation, such that uncertainty indicates thatidcal opinion of the
node has not been sufficiently well-informed

- Santiet al. 18! propose a framework to encourage selfish nodes to feork
members of a network when the network is established



Community Management

 We introduce the concept of a distributed comnyuridr a
node that is a central node, we define this nodeadirof its
one-hop neighboring nodes as a community

- The central node is identical to other nodes enrtetwork and owns the
same processing capabilities

- Due to the mobility of nodes in MANETS, every omgplcommunity has
free memberships for mobile nodes

- When a node, called the initiator, would like toramunicate with another
node, called the central node, it has to send a messagtablish a link
between them, which is equal to joining the cemaale’s community

10



Community Management

* In our reputation evaluation system each nodeateasvn
community centered at itself

- In the meantime, the initiator will include its pgigkkey in the joining
message for the later authentication and key distoibbut

- The central node then assigns a secret key to thiy j@ned node that
only used for their communication

- In order to distribute the secret key securely cinatral node will encrypt
It using the public key of the intended neighbomugle before sending it

- Thus, the central node generates different secystfee different
members

11



Generalized Reputation Evaluation Model
(GRE)

* \We propose a trust-based reputation model thauypdate the
trust value based on different increase-shapes

——linear —— Logarithmic —— Exponential

The trust increase shapes based on our reputatdelm
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Generalized Reputation Evaluation Model
(GRE)

* We use exponential function to describe the remurta
Increases of different nodes
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An example of exponential function
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Generalized Reputation Evaluation Model
(GRE)

« We also use logarithmic function to describe #utation
Increases of different nodes
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0.5 1

An example of logarithmic function
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Generalized Reputation Evaluation Model
(GRE)

* Finally, we use linear function to describe theutation
Increases of different nodes as well
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An example of linear function
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Generalized Reputation Evaluation Model
(GRE)

* We propose a reputation evaluation theory thdteviluate
the trust value of the nodebased on different increase-shapes

- If the noden has a good trust record in the past, then its cutmasttwill
Increase more quickly

- If the noden has fewer trust credits due to less contributions, nent
trust will increase slowly

- If the noden has a medium trust record, its current trust will iasge
moderately as well
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Generalized Reputation Evaluation Model
(GRE)

A factor “recent trustrf)” is introduced to record the past
behaviors oh, since “recent trust{)” will increase if noden
contributes more, or decreases with a lesser tomion

w=axrt

e This will yield a value very close to 1 for nodegh a
moderate recent trustt= 0.5), a value below 1 for nodes that
have lower recent trustt(< 0.5), and a value above 1 for
nodes that have a higher recent trust(0.5)
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Generalized Reputation Evaluation Model
(GRE)

* Another factor “recent activitiesd)” is introduced, which
Indicates a successful forwarding, etc.

B=k"xra

- T measures the time that the nadgtays in the community

- K Is a discount factor between O and 1
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Generalized Reputation Evaluation Model
(GRE)

« Finally, trust is evaluated as follows:

_ L 1+B)
Trust:/lx1 w

1-w

- A Is a scaling factor to keep theust at a value between O
and 1

- Thus, the evaluation of trust is defined as a fioncthat
depends on both the time that a node has stayéeé in
community and the past trust that this node haeaed in
recent periods

19



Generalized Reputation Evaluation Model
(GRE)

» As for the maintenance of the community, our salhem
employs a method similar to that used by the AODMiIng
protocoll”l, which will broadcast HELLO messages
periodically from the central node

» The central node updates the trust value eachlkdamed on the
HELLO messages, and updates other variables in the
aforementioned trust computation model as well

« Through introducing our reputation model, whicmat
complicated but remains efficient, GRE can be blatéor
mobile environments

20



Simulation and Evaluation

We evaluate our GRE model based on a set of ax&eens
simulation experiments using the Network Simulais?
within a wireless and mobile network

Our experiments have two purposes:

- Verify if the established reputation model works a&spredict in the
simulation

- Examine the overhead spent on reputation evaluainal the packet
numbers of our scheme, based on a comparison

21



Simulation and Evaluation

 We compare GRE with the already accepted reputatio
evaluation metho#!, which mainly uses the group-based
mechanism to manage nodes and a linear trust caimgout
approach to evaluate the reputation of each nodenineless
context

* We refer to this model as group-based model

* In this model, nodes are grouped ikt@h, Medium andLow
trust groups and their trust changes will be evalli@dased on
a linear function, which can realistically reflélae basic

reputation schemes according to most of theseragste
22



Simulation and Evaluation

—e— GRE —m— Group-based

* The average change
tendencies of reputation 0 |
evaluation based on
different types of nodes
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Average reputation changes of GRE vs. the group-
based system
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Simulation and Evaluation

e A comparison between the group-based model and GRE

- GRE has a lower security overhead used for the cantynmnanagement
than that of the group-based trust system

O GRE m Group-based
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Security overhead of GRE vs. group-based system
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Conclusion

 We introduce the concept of community which uses a
distributed way to manage nodes in MANETSs dynamnmycall

 We also introduce a novel computational modeludttbased
reputation evaluation that can calculate efficyetttle
trustworthiness of wireless and mobile devices

« We evaluate the performance of our scheme basaa on
extensive set of simulation experiments and dematesthat
our GRE system has a better performance when ceupar
other traditional schemes

* In the future work, we will explore the applicat®of our
reputation model in different aspects of mobileusgyg
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